VTBEPXIAIO
Jupexrop MOVY OOIIL c. Hoerii Onos
7 ceceey JI.I'. IlyTHHIIEBA

IHonoxkenue 00 OPraHU3ANMNHU MAPOJILHOH 3AIMTHI

1. O0uiMe MoJIOKEeHH S
1.1 Hacrosmas HHCTPYKIHS yCTaHaBJIHWBaE€T IIOPSJOK M IIpaBHUJla I'€HEpalluH,
MCIIOJIB30BaHUs Mmapojieii B UHGOPMaAIlMOHHBIX CUCTEMax OpraHu3alvH.

1.2 TpeGoBaHusi HACTOsIEH HMHCTPYKLMH pacOopoCTpaHsIIOTCsI Ha  BCeX
COTPYAHUKOB OpraHHU3alluH.

1.3 BecKOHTPOJILHOCTH B ONpEAEJIeHHH U MCIOJIb30BaHUMU MNapojied MOXeT
MMOBJIeYbh PHUCK HECAHKIMOHHPOBAHHOI'O JOCTyNa K HWH(GOpMaluH OpraHH3allHH,
[OBJI€eYh MOIINEHHUYECKHE U Jpyrve HaeicTBUs HUHOOPMAILIMOHHBIX CHCTEMaXx,
KOTOpPbI€ MOTYT HAHECTH MaTepHAIIbHBIN Bpel U yllep6 penyTaniuu OpraHu3aluH.

2. TpeGoBaHHA K NAPOJIAM
2.1 TTapoau He OOJIKHBI OCHOBBIBATHCsI Ha KaKOM-JIUOO OJHOM CJIOBE, BBIJaHHOM

uaeHTU(pUKATOpe, UMEHH, KIIMYKEe, NaclOpTHBIX OAaHHBIX, HOMEpaX CTPaxOBOK H
T.O.

2.2 TMaponu He AOJKHBI OCHOBBIBATHCS HA THUIIOBBIX HIAGJIOHaX U UAYIIMX MOIAPA

Ha KjaBuaType Wiu B adaBUTEe CHMBOJIOB, HallpyuMep, TaKHX, Kak: qwerty,
1234567, abcdefgh u T.4.

2.3 Tlapoau OOJIKHBI coaeprkaTk CHMBOJIbBI KaK MHHHMYM H3 TpeX CJIeOyIOoIHX
IpyII.

o« CTpouHble JaTUHCKHE OyKBBI: abcd...xyz;

« TIIponucHsie natuHckue 6ykBel: ABCD...XYZ;
e IMudpsr: 123...90;

e CrneuunanbHble CUMBOJIBI: 1%() _+ u T.4.

2.4 TpeGoBaHUsI K JJIMHE MTApOJIsi:

e JInsi O6BIYHBIX IIOJIB30OBATEJIEH - HE MeHee 8 CUMBOJIOB;
e Jlisi aAMHUHHUCTPATOPOB (1O0KANbHO20\0OMEHHO20) - HE MEHeEe 15 CHMBOJIOB;

e JIisi CEPBUCHBIX HAECHTH(PHUKATOPOB, pa3JiesieMbIX KIIIOYeH (shared keys) - He
MeHee 14 CUMBOJIOB;

e Jlna SNMP Community Strings — He mMeHee 10 CUMBOJIOB.
2.5 TlepyuoaAUYHOCTH CMEHBI MTApPOJIsi:



e AJIMUHUCTpATUBHBIE — Kaxable 60 qHEN;

« Ilonp3oBarensckue— kaxuple 90 qHEl;

o CepBuCHBIE — HE PEXE IBYX Pa3 B FOJ;

« Shared keys SNMP Community Strings — He pee 0JHOro pa3a B TOJ.

2.6 ITaponu He TOJKHBI XPAHUTBHCS U MIEPEaBAThCS B HE3AIM(DPPOBAHHOM BUJIE T10
yOJIMYHBIM CETIM (JIOKANbHAS bINUCTUMENbHASL CeMb, UHMEPHEN, JJIeKMPOHHAS
nouma).

2.7 . B xoae paboTbl HE JOJKHBI UCIIOJIb30BAaTHCA BCTPOCHHBIE UICHTU(PUKATOPBI.
Jis HUX JAODKHBI OBITh Ha3HAUEHBl MApOJIM, OTIMYHBIE OT YCTAHOBJIEHHBIX
npousBoguTeneM. K  HUM  TmpenwsABISIOTCS  TpeOOBaHUS,  aHAJIOTMYHBIC
TpeOOBaHUSAM K CEPBUCHBIM MAPOJISM.

2.8 Tlaponu Henb3sd 3anmuchiBaTh Ha Oymary, B mamsTh TenedonHa u T.4. Henb3s
coo01IaTh, nepegaBaTh KOMy-JIM00 Napoib.

2.9 Xemwm mnapoyied [OKHBI NPOBEPIATHCA B XOJE€ BHYTPEHHETO ayauTa
aJIMUHUCTPATOPOM HH(POPMAIIMOHHOM O€30MaCHOCTH HE PeXe NIBYX pa3 B TOJ C
MOMOIIIBIO TUIOBBIX aTaK Ha MoJI00p.

Bo3mokHa Takke MpOBEpKA COOTBETCTBUS Maposisi TPEOOBAHMSAM JIaHHOM
WHCTPYKIMU B PUCYTCTBUU TOJIB30BATENS: MMOJIb30BATENb HAa3bIBAET CBOM NApOJIb,
a TPOBEPSIOLIMI OCYIIECTBIIIET BBOJ IApOJIsl U €ro InpoBepKy. Ilocne Takoi
IpOBepKHU TpedyeTrcs o0s3aTeNnbHas U HEMEJICHHAs: CMEHa IapoJis.

2.10 Ilaponu cepBUCHBIX HIECHTU(DHUKATOPOB MOJKHBI BXOAUTH B MPOLENYPY
YIOPABJICHUS MApPOSIMH Y A, BKJIIOYAIOLIYI0 XpaHEHUE WX B 3AIMIIEHHOM MECTE,
pasjielieHue CeKpeTa, mepuoandeckyro cMeny (1 pasz 6 200).

3. TpeboBaHus K HACTPOHKaM 0€30MACHOCTH UH(POPMAIIMOHHBIX CHCTEM
3.1 YderHas 3anuch J0JKHA OJIOKHPOBATHCS MOCTIE S HEBEPHBIX MOMBITOK JOCTYyMa
HE MEHEE, 4eM Ha 15 MUHYT.

3.2 3ampemiaeTcss HUCMOJL30BaTh (YHKIUU «3anOMHUmMb RAPOAL» B JTHOOOM
MIPOTPaMMHOM OOECIICUCHUH.

4. TpeGoBaHusl K MAPOJISIM CEPBHCHBIX YUETHBIX 3anuceii
4.1 Tlaponmu paJis CEPBHUCHBIX YYETHBIX 3amuceil JOJKHBI (OPMUPOBATHCA
OTBETCTBEHHBIM 34 CEPBUCHYIO YYETHYIO 3alluChb M  aJIMUHHUCTPATOPOM
MH(OPMAITMOHHON O€30MTaCHOCTH.

4.2 JlnuHa KaXXJIO0M ITOJOBHHBI IMApOJsA JOKHA OBITh HE MEHBIE 7 CHMBOJIOB,
CJIOKHOCTh TapoJis ykazaHa B 1.2.3. Ilepen 3ameuaTblBaHHEM KOHBEPTA,



00s13aTe€IbHO TMPOBEPUTH MPABHWIBHOCTh CMEHBI Mapojisi B HHPOPMAIIMOHHOM
CUCTEME, JIeJ1asl COOTBETCTBYIOLIYIO 3aIIUCh B )XypHaJeE.

4.3 Tlaposab H0KEH MEHSATHCS HE PEKe ABYX pa3 B IO, HJIM HEMEIJIEHHO B CITyyae
YBOJIbHCHHUSI WJIM CMEHBI IMOJHOMOYHH OJHOTO WM JBYX OTBETCTBEHHBIX 3a
dbopMHUpOBaHUE TTAPOJIAL.

4.4 Kaxnas TOJOBHHA MapoJisl COXpaHsAETCS B OTJCILHOM  KOHBEPTE,
WCKITFOYAOIIEM BO3MOXKHOCTh YBHJICTh IApOJIb Yepe3 KOHBEPT, HAIPUMED, MMyTEeM
MPOCBCUMBAHUS KOHBEpTAa SPKAM CBeTOM. KOHBEpPTHI XpaHATCS B ceilde
HadaJbHUKa Y A.

4.5 Kaxnmas reHepanus\CMEHA\BCKPBITHE TMapojiis WM KOHBEpPTa JIOJDKHA
00s13aTeNbHO (HOPMUPOBATHCSI COOTBETCTBYIOIIEH 3aMHUChIO B KYypHAJIE.

4.6 AnMuHHCTpaTOp HH(MOPMAIIMOHHOM OE30MaCHOCTH, JOJDKEH E€XKEMECSYHO
MPOBEPSATH HAJIMUME KOHBEPTOB, IIEJIOCTHOCTb.

4.7 BcKpbITHE KOHBEPTOB MOXKET IIPOU3BECTH:

e OTBETCTBEHHBIN 3a HHPOPMAIIMOHHYIO CUCTEMY;

e QJIMHUHHUCTpATOpP MHGOPMAIIMOHHON OE30I1IaCHOCTH;

o Havansauk YA

4.8 KoHBepThl BCKPBIBAIOTCS OJAHUM JIMIIOM, C IOCJIEAYIOIIEH perucTpaiueid B
KypHaJe, TpH 3ToM o0s3arelbHO  HMH(POPMHUPOBAHHWE  aJIMHHHCTpaTOpa
nH(pOpMaIIMOHHOM 0€30MaCHOCTH C UCIIOJIb30BaHUEM ITOYTOBOM PACCHLIKH.

4.9 B ciy4yae BCKPBITHA\MCITOIB30BAHHUS KOHBEPTOB, 110 OKOHYAHHMH BBIIIOJTHEHHUS
paboT HEOOXOMMO MPOU3BECTH PAOOTHI IO CO3TaHUIO0 HOBOT'O MapoJs ¢ 1m.4.1

4.10 AaMuUHMCTpaTOphl OKa3bIBAIOT MOMOIIb W COJACUCTBUS aAMUHHUCTPATOPY
MH()OpPMAIIMOHHOW 0€30MacHOCTH NpU NPOBEIECHUU AayJIUTOB, YIpaBJICHHUE
CEpPBUCHBIMH, aIMUHUCTPATUBHBIMU maposisiMu, shared keys 1 SNMP Community
Strings, BK/IrOYas TeHepaluio Mapoyieid, uX U3MEHEHUE U XpaHEHUE B O€30IacHOM
MECTe, a TaKKe HacCTPOMKY MH(POPMAIIMOHHBIX CUCTEM JUIs COOJIOIECHUS JTaHHBIX
TpeOOBAHMIA.

4.11 AamuHuctparop no MHGOPMAIMOHHONW O€30MaCHOCTH HECET OCYLIECTBISET
aynuT TpeOOBaHWW JAHHOW MOJUTHKU, pa3padaThbiBaeT MpOLEAyp YIpaBICHUS

UJEHTU(UKATOpaAMU.

4.12 TIlonp3oBarenn WHMOPMAIIMOHHBIX  PECYpPCOB  00si3aHbI  COOJIIOIATH
TpeboBanus naHHOW MHCTpYKITUM nipu BEIOOpE TIapoJisi U paboTe C HUM.

5. OTBeTCTBEHHOCTDH



5.1 DBuHOBHBIE B HApyUIEHHWH YCIOBHM Hacrosmend HMHcTpykumm HecyT
OTBETCTBEHHOCTb B COOTBETCTBHMHM C 3aKOHOJATEIbCTBOM Poccuiickoit denepanum,
TPYJOBBIM JIOTOBOPOM, TOJDKHOCTHOW MHCTPYKLIHEH.

6. 3aKII0YNTeIbHbIE MOJ0KEHHS
6.1 OOmuii TEeKymuid KOHTPOJIb HCIOJHEHUS] HACTOSIIEH HHCTPYKIIMU
ocymectisieT AUDB.

6.2 AVb noanep’uBaeT HaCTOSIIYI0O HHCTPYKLHUIO B aKTyaJIbHOM COCTOSTHUU.

6.3 H3meHeHus wu JOIIOJIHCHHUA B HACTOJAIIYIO HHCTPYKIHIO YTBCPIKIAAIOTCA
AUPCKTOPOM OpraHu3alnu.

6.4 WHCTpyknusi BCTyNaeT B CWJIYy C MOMEHTa YTBEPXKACHUS JUPEKTOPOM
OpraHu3aluu.



